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Wireless networks are increasingly becoming susceptible
to more sophisticated threats. An attacker may spoof the
identity of legitimate users before implementing more serious
attacks. Most of the current Intrusion Detection Systems (IDS)
that employ multi-layer approach to help towards mitigating
network attacks, offer high detection accuracy rate and low
numbers of false alarms. Dempster-Shafer theory has been used
with the purpose of combining beliefs of different metric measurements
across multiple layers. However, an important step to
be investigated remains open; this is to find an automatic and
self-adaptive process of Basic Probability Assignment (BPA).
This paper describes a novel BPA methodology able to automatically
adapt its detection capabilities to the current measured
characteristics, with a light weight process of generating a baseline
profile of normal utilisation and without intervention from
the IDS administrator. We have developed a multi-layer based
application able to classify individual network frames as normal
or malicious.
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